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Cognitive technologies have found a commonplace 
at organizations looking to upscale operational 
processes and procedures to enable them to make 
strategic and professional business decisions. 

With new stricter laws and regulations coming into play in 
the methods deployed for data collection and management, it 
is essential for the executive team and IT professionals in the 
enterprise industry space to understand the need to protect their 
end-users privacy while performing analytics. 

The use of a solution powered by machine learning not only 
enhances the data but it also permits for the input to be analyzed 
to derive a sense of the latest trends and challenges in an industry 
spectrum. This insightful feedback allows management to serve 
their customers with engaging experiences while enjoying 
incredible uptimes, and efficient delivery of services. In turn, 
it promotes a higher generation of revenue for firms across a 

variety of their operations by creating new streams of income for 
them. However, a grave cause of concern in the analytics arena 
is with compliancy issues pertaining to sensitive consumer 
information. 

It is crucial for top management to find consultants that 
can advise them about tech issues and recommend or provide 
solutions that are efficient, scalable, and affordable. With 
over hundreds of service/consulting providers in the cognitive 
technology industry space today, our distinguished panel 
comprising of CEOs, CTOs, CIOs, and CIO Review Magazine’s 
editorial board has reviewed the top providers and shortlisted 
the ones that are at the forefront of tackling industry challenges. 

In this edition of CIO Review Magazine, we present 
to you “10 Most Promising Cognitive Services/Consulting 
Providers - 2019” featuring companies that are creating strong 
footholds in the cognitive tech sector.



CyberProof
Risk-Based Managed Security Services for Rapid 
Threat Remediation
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T oday, enterprises are focused on buying more cybersecurity 
products creating more and more data however it is difficult 
to see the outcomes achieved in terms of security.  They 

spend a lot of money to patch each of their vulnerabilities but find 
it difficult to prioritize this long list. “One client told us that it is 
like spreading butter across the whole slice evenly, which is not the 
best way to address cybersecurity,” remarks Tony Velleca, CEO at 
CyberProof.  It has become imperative for enterprises to change this 
approach to ensure their cybersecurity investments are worthwhile. 
CyberProof realizes that the right approach is to analyze the biggest 
breach risks and focus investments on managing vulnerabilities, 
building detection rules, and improving responsiveness when 
an attack occurs. To do this, an organization must look at each 
vulnerability, each alert and respond using a “risk prioritized” 
approach. The best use of AI technologies, in CyberProof’s view, 
is to collate, contextualize, and analyze alerts and vulnerabilities 
to allow quick response in a prioritized, pre-defined, and, where 
judicious, automated manner. To this end, CyberProof offers 
customers visibility into their security operations and gives them the 
ability to improve the effectiveness of their cyber defense.  “We help 
our customers to understand the impact of their cyber spend while 
continuously reducing their risk. This ensures that risk is crystal clear 
and their cyber investments make sense,” says Velleca.

Enterprise CISOs often use Managed Security Solution 
Providers (MSSPs) to sift through the large number of events and 

escalate alerts. The problem is that most 
operate as a black box. There is a 
lack of transparency and context 
that limits the proper response. For 
this, CyberProof created a custom-
built orchestration platform that 
correlates data to enrich alerts with 

additional information and enable 
visibility into vulnerability 

management, detection, 
and response. 

CyberProof has 
developed SeeMo—a 
virtual security analyst 
that leverages its AI 

investments. SeeMo 
is a learning Bot 

who takes on 

more and more of the threat detection, analysis, and response 
tasks. “With SeeMo, a customer can automatically enrich event 
data, identify the most important alerts and accelerate incident 
response time,” says Velleca. When an alert comes in, SeeMo 
automatically provides context. For example, the IP address 
may be defined as a user, the network, and as part of a system 
to help determine its “risk” and prioritized. The platform then 
creates digital playbooks aligned to these smart alerts based on 
its priority and thereby minimizes response time. Experienced 
security specialists augment client teams to help respond to these 
threats. “We bring the best of both worlds together. While SeeMo 
helps detect, enrich, analyze, and anticipates potential threats; our 
dedicated security specialists determine the best course of action 
and turn this into digital, repeatable playbooks. The result is lower 
cyber risk and worthwhile cyber spend,” remarks Velleca. 

CyberProof focuses on three measures of cyber security risk 
and practically uses these measures as the basis of prioritization. 
These risks are (1) vulnerability risk, (2) detection risk, and (3) 
response risk. In other words, how vulnerable am I to the most 
damaging attacks, can I see these attacks when they happen, 
and how quickly can I respond and mitigate the damage. The 
MITRE ATT@CK framework is utilized by CyberProof to align 
these risks down to the attack technique level. In this regard, 
CyberProof helps its clients evaluate their risks in relation to the 
well-known kill chain. For a cyber attack to take place, it must go 
through the entire kill chain. Looking at vulnerabilities using this 
framework helps customers prioritize their work. “By proactively 
managing the vulnerabilities, our customers are able to fix the 
most important vulnerabilities first,” adds Velleca.

One client, a financial institution, was overloaded with 
vulnerabilities. CyberProof helped this client prevent a potentially 
disastrous ransomware attack by addressing the most important 
vulnerabilities first in addition to helping to work down the 
backlog by adding engineers.

Velleca envisions a future where SeeMo and the CyberProof 
platform provide clear measures of cybersecurity risk that are used 
by Board members to understand and make the right decisions 
on how to manage this risk most effectively—with residual risk 
being addressed with cyber insurance.  “Cyber security is a fast-
changing, cold-war-like problem. We believe that, working with 
the top CSOs, SeeMo can learn and adapt quickly and provide 
a capability to focus resources in the best way to reduce risk,” 
concludes Velleca. Tony Velleca


